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Abstract: Counterfeit and unaccounted postage stamps used on mailings cost postal
administrations a significant amount of money each year. Corporate and individual
clients become victim to stamp fraud and incur losses when security teams investigate
such mailings. The blockchain technology is supposed to be a solution to make postage
stamps market transparent and to guarantee invariability of stamps volume produced
and used. The blockchain-based supply chain for postage stamps is introduced in the
article.
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1. Introduction
Modern production and service companies generally represent different-scale network
structures the nodes performing specific functions. Such structures are frameworks
for high-tech value chains (for example, in the space or healthcare industries) or
operations at a macroregional or even global level (Internet, international transport and
mail). At the same time a distributed organization is associated with additional risks
resulting from instability of material, financial and information flows. Supply Chain
Management (SCM)—a set of approaches used to integrate suppliers, manufacturers
and elements of the sales and distribution infrastructure to select the most efficient
supply system, reduce total system costs and satisfy customer service requirements—
is studying the problem [1].
Blockchain is a powerful tool for mitigating instability of various flows within network
structures. It was first implemented in the Bitcoin cryptocurrency [2] and subsequently
found applications in many other areas (state registers, SCM, biomedicine, finance,
etc. [3–9]). Regarding SCM blockchain allows to formalize relationships between supply
chain members mathematically, securing the required level of privacy.
The blockchain-based supply chain for postage stamps is considered in the article.
Authors consider Russian Post as a reference organization. However, the possible
application is not limited to a single entity as other post services are also interested
with such systems and one could use the prototype for their needs [10]. The rest of the
paper is organized as follows:
• The types of indicia and problems of their circulation are listed in Section 2.
• An overview of the blockchain technology is provided in Section 3.
• A general description of the proposed blockchain solution is introduced in
Section 4.
• Pitfalls and possible directions for improvement are provided in Section 5.

2. Russian Post Indicia and Associated Risks
Russian Post (hereafter referred to as the Company) accepts mailings with the following
indicia (Figure 1):
• meter stamps
• postage stamps
• printed postage impressions for envelopes and postcards (Printed postage
impressions are not considered in this article because of the significant dominance
of meter stamps and postage stamps in Russia).

2.1. Franking
Franking machines are primarily used by corporate clients processing mail in bulk.
Franking machines of different capacity imprint indicium (meter stamp) and greatly
speeding up the process of mail processing. Despite the fact that an official franking
machine is not designed to print indicia with a face value exceeding the advance paid
to the Company for future delivery services, a number of fraudulent schemes with
postage meters have been revealed. In fraudulent schemes a franking machine owner
is able to send mail for free imprinting false and not cash-backed meter stamps.
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Figure 1. Russian post indicium types. Top left: modern meter stamp; top right: out of date meter stamp;
bottom left: postage stamps; bottom right: printed postage impression.

In recent years the Company has made significant progress in combating the misuse of
franking machines. All the franking machines in Russia are now integrated into a single
IT accounting system and meter stamps are strengthened with new protection features.
Now each meter stamp contains a unique QR-code that contains information about
mailing, franking machine and its digital signature. Using QR-codes significantly
increases the processing speed.

2.2. Stamps
Unlike meter stamps, postage stamps are manually stuck on a mailing. Therefore, the
range of their users is limited to individuals and small corporate clients. The cases of
using stamps for bulk mailings (from 5000 units) are rare. However, the large size of
Russian postage stamps market creates opportunities for fraudulent actors. The most
popular schemes that affect the Company’s revenue are:
• counterfeit postage stamps
• technically authentic postage stamps bypassing accounting systems.
Both cases, as well as less common in Russia stamps re-use can be considered
as a violation of the order and rules of the supply chain “producer → distributor →
the Company (sale of stamps) → sender → the Company (delivery) → receiver” where the
amount of stamps and its face value cannot not be changed through the chain. Stamp
fraud is not rare and revenue protection actions are complicated by the following factors.
Firstly, the Company does not have a monopoly over the Russian postage stamps
market. No-name legal entities and individual entrepreneurs are the Company’s
competitors in corporate procurement. Unlike the production and distribution the sale
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of stamps is demonopolized and informal market is flourishing. In fact such alternative
suppliers are main source of counterfeit and unaccounted stamps.
Secondly, mail processing speed at postal offices and sorting centers is high and time
required for a single stamp verification makes it difficult to perform control procedures
without missing processing deadlines.
Thirdly, stamps exist “out of time” and the period of their use is not limited (except for
particular issues or stamps with face value in non-denominated rubles), which makes
it much more difficult and sometimes useless to reconcile the face value of purchased
stamps with the total tariff of accepted mail from a client.
Fourthly, both individuals and corporate customers can use mailboxes bypassing
the procedure of mail acceptance. Verification task in this case is transferred to the
processing and delivery stages, where a high speed of operations makes it difficult
to notice a suspicious stamp and carefully check it. It is important to note that the
Company is not the only party losing from counterfeit postage.
A sender is also at risk: purchasing counterfeit stamps will incur a loss when mailings
are detained and investigated by a postal security team.
The aforementioned drawbacks of stamps circulation are typical for many postal
administrations.
The proposed solution might become a worldwide practice.

3. Blockchain
The blockchain is a distributed database using state machine replication with the
following features:
• atomic changes to the database (transactions) are grouped into blocks
• integrity and tamper-resistance of the transaction log are assured by hash links
among blocks.
Blockchain is jointly maintained by a number of parties (maintainers) with the security
assumptions postulating that a certain fraction of these parties may be non-responsive
or compromised at any moment during blockchain operation (i.e., Byzantine fault
tolerance [11]).
The key points of the blockchain technology are [3, 12, 13]:
• Linked timestamping [14]: blockchain nature makes it possible to provide a
universally verifiable proof of existence or absence of certain data or a state
transition in the blockchain database.
• Blockchain uses a consensus algorithm [15, 16], which guarantees that noncompromised database copies have the same views at the database state.
• Applied cryptography routines (e.g., public-key digital signatures [17, 18]) are used
to decentralize authentication and authorization of transactions occurring within
the network. Transactions are created externally by the blockchain nodes. It limits
the consequences of a node discredit.
We will refer to nodes having read access to the entire blockchain as full nodes,
which in turn are subdivided into validator nodes (nodes that can add blocks to
4
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the blockchain) and auditing nodes (nodes that have read-only access). Software
transferring blockchain data to full nodes is referred to as client software.
Blockchain could mitigate lack of trust by implementing cryptographic accountability
and auditability tools [12, 13]:
• As transactions are cryptographically authorized by logical originators of such
transactions, blockchain eliminates the risks associated with the single point of
failure posed by centralized authorization systems.
• Client-side data validation prevents man-in-the-middle attacks.
• The universality of cryptographic proofs provided to clients allows to securely
transfer them to third parties (e.g., for tax accounting or as evidence in legal
action).
Blockchains could be categorized by the level of access to the blockchain data [12, 13]:
• In public permissionless blockchains data is public. The consensus algorithm
is censorship-resistant (e.g., proof of work used in Bitcoin) which ensures
that maintainers are free to enter and leave the system. Write access to the
blockchain is public, too. Maintainers accountability in permissionless blockchains
is economically secured by prohibitively high cost of attacks in proof-of-work
consensus.
• Private blockchains have a well-defined and restricted list of entities with read
and write access to the blockchain (e.g., a group of banks, the regulator and law
enforcement in a hypothetical banking blockchain). End users of services codified
in the blockchain (i.e., bank clients in the example above) do not have any access
to the blockchain data.
• Public permissioned blockchains restrict write access to the blockchain data
similarly to private blockchains, but are designed to be universally auditable. These
blockchains grant read broad access to end users.
The proposed solution is organized as a private blockchain with linked timestamping.
The blockchain should be private to keep the Company’s monopoly on the primary
market. Timestamping in a private blockchain is the most common way to guarantee
history invariableness and, therefore, protection of clients’ rights. It could be
implemented in Exonum (exonum.com), an extensible open-source framework for
creating blockchain applications.
Exonum employs service-oriented architecture (SOA, [19]) and architecturally consists
of three parts: services, clients, and middleware.
• Services as the most extensible part of the framework, encapsulates business logic
of blockchain applications. An Exonum-powered blockchain may have a number
of services; the same service can be deployed in various blockchains (possibly
with prior configuration). Services have a degree of autonomy and each service
performs logically complete and only necessary operations for a particular task.
Services interface enables reuse and composability. In blockchain terms, services
implement endpoints for processing transactions (cf. POST and PUT requests for
HTTP REST services), as well as for read requests (cf. GET endpoints for HTTP REST
services) that retrieve persistent information from the blockchain state (for the
definition of blockchain state, see below).
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• (Lightweight) clients have typical functionality of clients in SOA. They are originators
of most transactions and read requests in the system and are correspondingly
provided with cryptographic key management utilities and withtools to generate
transactions and verify (also cryptographically) responses to read requests.
• Middleware reduces complexity of the system from the point of view of service
developers and provides:
• ordering and atomicity of transactions
• interoperability among services and clients
• replication of services among nodes in the network which is designed for service
fault-tolerance and auditability by auditing nodes
• management of service lifecycle (e.g., service deployment)
• data persistence
• access control
• assistance with generating responses to read requests, etc.

4. Blockchain Architecture
We propose a blockchain-based solution for postage stamps circulation and
accountancy. The blockchain will keep reliable records of all purchases (on both primary
and secondary market) and mail acceptance and stamp cancellation procedures in
order to guarantee the use of only officially purchased stamps. At the same time, the
Company does not intend to abolish the secondary market leaving the opportunity to
resell valid stamps, for example when there is no need for them anymore.
We introduce a digital asset—crypto token Stamp—which follows the physical
stamp circulation in the proposed supply chain system.Operations of stamps
emission, sale/re-sale and cancellation (when mail is accepted) are accompanied by
corresponding transactions with Stamp token in the blockchain network.

4.1. Participants
Below are listed participants of the blockchain ecosystem:
• (Transactions) validators: the computing centres of Russian Post that perform
the functions of blockchain validators [14]. The initial list of their public keys is
written in the blockchain’s genesis block and can subsequently be changed by
the consensus of the validators. A high-performance computer with high-speed
and reliable Internet access, as well as a private key from the list of validators,
are required for their work. Validators check compliance of transactions entering
the network with formal blockchain rules; compose blocks from the correct
transactions, and participate in the consensus on adding new blocks to the
blockchain
• (Token) issuers: Issuers need a computer with Internet access and a private
key from the public key listed in the list of the blockchain maintainers to work.
The list of privileged public keys is managed by validators. The status of issuer
should be assigned to the Company as the only official seller of stamps at the
primary market.
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Figure 2. Blockchain network structure.

• (Postal) acceptance inspectors: the Company’s employees responsible for mail
acceptance procedures and stamp (both physical and token) cancellation. They
need a computer with Internet access and a private key corresponding to the
public key from the list of receivers recorded in the blockchain to work.
• Clients: all legal entities participating in the stamps market according to the
rules established for corporate clients. They need a smartphone or computer
with Internet access to work. Each client is associated with one or several
public keys and can receive tokens from the Company or another client that
purchased tokens from the Company. Using its private key(s) it can transfer
tokens to other participants and create transactions for the provision of postal
services.
• Auditors: authorized Company’s representatives and other organizations that
hold private keys from the public ones andare included in the list of auditors.
They need a computer with an Internet connection to work. Auditors guarantee
the correctness of the system performance.
Validators and auditors are the only parties with read access to the whole blockchain.
Other users get cryptographic proof of the presence and position of the known
transactions in the blockchain [12, 13, 20].
The interaction between participants is represented in Figure 2.
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Figure 3. Blockchain-based solution for postage stamps circulation.

4.2. Transactions
The following types of transactions are provided in the blockchain:
• Stamp token emission.
• Tokens transfer. It is possible to launch the platform on a basis of anonymous
scheme using evidence with zero disclosure similar to the mechanism of ZCash
cryptocurrency [21] instead of a Bitcoin’s pseudo-anonymous scheme [22–29].
It will increase the level of customer privacy.
• Mail preparation: reservation of tokens in amount of mailings to be sent.
• Token cancellation and mail acceptance with stamps cancellation: In order to make
the system flexible and efficient we add reverse transactions for token emission,
mail preparation and stamps cancellation. Reverse transactions should have
limited time to be performed and should be signed by the privileged issuers and
acceptance inspectors correspondingly.

4.3. Token Emission and Circulation
Stamp token follows physical stamp circulation in the proposed supply chain system, so
the only way to issue tokens is to let physical stamps into circulation. The two emission
situations are:
8
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• Purchase of new stamps from the Company
• Declaration of uncancelled stamps, acquired prior to blockchain platform launch.
Token transfer transactions would be free of charge.

4.4. Workflow
Postage stamps circulation in the proposed system is represented in Figure 3 and
consists of the following steps:
• 1–2. A corporate client purchases stamps from the Company off-chain.
Simultaneously, the Company transfers an equal amount of tokens to a client via
blockchain.
• 3–4. One corporate client can transfer stamps to another corporate client, i.e.,
make a deal on a secondary market. He should also make a blockchain token
transfer transaction at the same amount of stamps.
• 5–6. A corporate client can send mailings for stamps. From blockchain point of
view, the client has to generate mail preparation transaction which declares the
mailing parameters and freezes tokens, if mail acceptance inspector can process
the operation, he sends transaction which finalizes mailing procedure and burns
the client’s frozen tokens.

4.5. Demo Code
The demo code is available on https://github.com/korepkorep/russian-post.

5. Pitfalls and Future Work
5.1. Denial-of-Service Attack with Transactions
As token transfer transactions would be free of charge, the denial-of-service (DoS)
attack with a massive set of transfer transactions may take place. An attack may fill
a pull of unconfirmed transactions and slightly increase latency between transaction
appearance and its inclusion into a block. The dynamic fractional reserves could
be proposed to prevent such a spam [30]. The block capacity is limited similar to
bandwidth of Internet channel. However, blocks are expected to be underutilized as
modern private blockchains have a high transaction per second rate (see [31] and
https://github.com/exonum/exonum-doc/blob/master/src/get-started/what-is-exonum.
md#performance).
With the fractional reserve model the blockchain will automatically adjust the reserve
ratio for the network in case of congestion. The blockchain will set target utilization that
leaves enough block space for transaction peaks. Any time peaks are sustained the
blockchain reduces the maximum bandwidth-per-share. When a peak is over and there
is excess capacity the blockchain can slowly increase the bandwidth-per-share.

5.2. Pseudoanonymity vs Anonymity
All history of tokens owning and transferring (addresses and transactions) is available
for blockchain maintainers. But real-world owners of addresses could be unknown in
general. Such a system is pseudo-anonymous [22,28]. However, some addresses can
be grouped by their ownership using behavior patterns or publicly available information
9
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from off-chain sources. To make the system entirely anonymous, we are going to
include ring signatures [32] or zero-knowledge proofs [21].

6. Conclusions
The blockchain-based solution for indicia (stamps) accountancy was proposed in the
paper. It prevents usage of invalid and counterfeit stamps and inspires trust among
participants in the secondary market. The solution keeps clients pseudoanonymous and
guarantees confidentiality of operations.
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