
1

Abstract — Amid ongoing digitalization, the use 
case of electronic voting has naturally arisen, with 
attempts beginning as early as 2000. Blockchain 
technology has the potential to bring trust and 
built-in auditing tools to such systems. This paper 
presents a prototype of the system for collective 
voting. 

It is based on blockchain and linkable ring 
signatures to ensure the transfer of closed 
(secret) data without the loss of reliability and 
with respect for the privacy of group members.

Keywords — electronic voting; blockchain; ring 
signature.

I. INTRODUCTION
Blockchain technology has experienced at 
least three powerful spikes of interest over 
the course of its 10-year history: appearance 
of cryptocurrencies [1], smart contracts with 
arbitrary machine logic [2], and initial coin 
offerings (ICOs) [3]. We are witnessing a 
fourth surge caused by the growth of private 
blockchains [4], [5], [6]. Since 2016, private 
blockchains have been applied in many projects 
at the state and global enterprise levels [7], [8]. 
While the most media projects like Libra [9] and 
TON [10] face regulation problems because 
of build-in token logic [11], classic private 
or consortium blockchain frameworks like 
Hyperledger Fabric [12] and Exonum [13] 
provided blockchain-based transparency and 
auditability for the projects in many countries.

There are several successful cases of 
decentralized solutions in election systems. 
Media detailed the process of blockchain-based 
voting for the midterm federal elections in West 
Virginia [14] and municipal elections in Denver 
(USA) [15] using Voatz in 2018, and Republican 
presidential nominee in Utah using Smartmatic-
Cybernetica in 2016.

The largest proof-of-concept political blockchain-
based voting was in Sierra Leone, Africa [16]. 
In 2018, the Swiss company Agora, a developer of 
blockchain-based voting systems, in cooperation 
with the country’s election commission, 
used blockchain for 280 of roughly 11,200 
polling stations to timestamt the results of 
the voting [17]. Scientists have also proposed 
a number of blockchain-based solutions for 
electronic voting [18], [19], [20]. These solutions 
opine that blockchain is well-suited to electoral 
systems, although it is not widely used in this area 
at the moment.

The analysis of the practice of using the 
technology for voting allows us to formulate three 
conclusions in the following areas:

•	 Specially developed solutions for a particular 
country/company and White label models are 
both used in practice;

•	 Usage of open and private solutions are the 
basis of the electoral platform. While at the 
early stage, in the period 2009−2016, open 
solutions dominated, in recent years private 
blockchain protocols have been mostly 
implemented in practice;

•	 Usage of decentralized solutions for political 
elections is currently applied as a fragment of 
a mixed system.

The analysis of existing blockchain solutions [7], 
[21], [22], [23], [24], [25], [26], [27], [28], [29], 
[30] and electronic voting systems [31], [32] 
allowed us to identify the main requirements for 
the system of collective voting:

1.	 Trustworthiness: The proper use of 
technology helps to overcome the important 
problem of the modern world — lack of trust 
of citizens in the governments and legislative 
authorities of their countries. The blockchain-
based e-voting platform provides confidence 
test at the programmatic level rather than at 
the procedural level.
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2.	 Systematicity: The use of decentralized 
technology only at a specific stage of 
the electoral process, for example, for 
voting or tabulation, does not allow for 
a fully effective, credible system to be 
established. Blockchain solutions should be 
comprehensive and cover all stages of the 
voting process, from voters identification to 
the provision of results.

3.	 Stability: Recently, the world has been 
increasingly shaken by scandals involving 
real or imaginary interference in elections by 
sophisticated hacking techniques. Strong and 
sustainable encryption systems, which are 
inherent to the best blockchain solutions, will 
increase confidence in electoral systems.

4.	 Intuitiveness: Developers are well aware that 
simple and intuitive interface is essential for 
the success of the project. A user working 
with a blockchain-based election system 
should not experience any difficulties.

5.	 Cost-effectiveness: Experience of practical 
use of blockchain solutions in electoral 
processes shows their advantages in terms of 
efficiency-quality ratio over any other, not only 
paper, but also electronic systems. The effect 
is achieved by sharply reducing the number 
of people involved in the organization of an 
electoral process.

II. Choice of Software Solutions
The terms “electronic voting’’ and “blockchain 
voting’’ are often confused. For instance, the 
platform for e-voting in Estonia is often cited as 
an example of a blockchain voting system [33]. 
Meanwhile, this system, which started in 2005, 
does not use blockchain technology at all.

Electronic voting is a term that encompasses 
various types of voting that use any electronic 
during the process. 

Blockchain-based platforms and applications 
are e-voting applications where peer-to-peer 
encrypted networks and other distributed ledger 
technology solution functions are used as data 
transmission networks. By the end of 2019, 
almost all operational and practically tested 
blockchain voting platforms are based on private 
blockchains, whose require user access and 
restrict who can be a member of the network. 
Such networks can store public and private 
information. Each user has his own level of access 
and certain rights with the ability to view, record 
and edit.

Private blockchains are noticeably more stable, 
economical and functional than public ones. 

Being developed for a special task or a class 
of problems, it allows to take into account 
the content and logic of the processes to be 
automated to the fullest possible extent at the 
software and algorithmic level.

However, the majority of private blockchains have 
a serious drawback in the users’ eyes. It is due 
to the fact that certain trusted nodes with higher 
levels of authority are responsible for the actions 
of network users. In other words, most private 
blockchains are hierarchical, consisting of two or 
more levels. 

The innovation of this prototype of the electoral 
application is the usage of private blockchain with 
the usage of ring signatures [34].

A ring signature allows one person in the group 
to sign on behalf of the group. Its linkable 
modification also allows external observer 
checking whether in a set of signatures all signers 
are different. 

Exonum is used as a framework for private 
blockchain development. Exonum is a flexible 
tool that allows developers to create individual 
blockchain projects and implement ready-made 
solutions at minimal cost. The Exonum framework 
provides the following advantages

•	 Fail-safe: Each validator node has its own copy 
of the data. The system continues to operate 
even if up to a third of all validators are disabled 
or compromised. Data can be restored across 
all nodes, even if only one instance is saved.

•	 Data invariability: The blockchain stores the 
entire transaction history, organised as a chain 
of blocks. 

•	 Cryptographic evidence: When a node 
responds to a request, in addition to basic data, 
the node also returns cryptographic evidence 
that the data provided is actually stored in the 
database. This data is also checked on the 
client’s side.

•	 Fast and reliable consensus algorithm: The 
system is Byzantine fault tolerant: even if some 
nodes behave maliciously, the system continues 
to process transactions correctly. In practice, 
the consensus algorithm guarantees stable 
performance for up to 5,000 transactions per 
second.

•	 Protection against falsification: To protect the 
blockchain from fraudulent entries, the hash 
of its state is periodically stored in the most 
reliable database available today — the Bitcoin 
blockchain, which is completely external to the 
system. Even if someone takes control of the 
majority of validators, they will not be able to 
tamper with the transaction history undetected. 
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Clients will check the database against the last 
record on the Bitcoin blockchain and flag the 
invalid data.

•	 Easy to use: The framework’s official 
website provides comprehensive product 
documentation.

For the defined problem, this framework provides:

•	 Transparent and effective processes during the 
entire electoral cycle, from registration to the 
count of the results;

•	 Inability to manipulate data at any stage of the 
voting process;

•	 A quick check of logs.

A Rust programming language ring signature 
implementation of an original algorithm from [34] 
is used to ensure transparency and the necessary 
level of trust of the participants [35]. This helps 
to ensure the confidentiality of voting by allowing 
participants to vote by concealing the true 
addresses of their wallets. Ring signatures certify 
that the transaction was initiated by one of the 
addresses in the address group. Transactions 
signed with a ring signature refer to several 
other transactions in the blockchain. From the 
point of view of a third-party observer, all these 
transactions may seem to be initial with an equal 
level of probability.

III. General Architecture and Algorithm
In this prototype [36], blockchain-based voting 
is similar in principle to conducting transactions 
using cryptocurrency. Voters receive special 
tokens from the electoral commission, which 
we count as votes, and the tokens are then 
transferred to one of the special accounts 
assigned to each candidate. To determine the 
results, it is sufficient simply to check each 
candidate’s accounts after the election. In order 
to preserve the confidentiality of a voter’s choice, 
ring signatures are used at the time when the 
transaction is sent.

3.1. Asset Tokenization

Input: A set of public keys for voters, a set of 
public keys for candidates and voting start and 
end time.

Output: A set of transactions (it is not known 
which voter sent the vote, but we know which 
choice has been made). 

One token (vote) is added to each voter’s account 
before the beginning of the poll. Each voter can 
create a transaction to send their undivided vote 
to the chosen candidate. The following points 
should be taken into account during project 
development:

•	 Each person votes no more than once.
•	 Each participant’s vote can be checked only 

by himself/herself. Only the overall results of 
the election are available to the public. This 
equirement will be implemented using ring 
signatures.

The structure of blockchain-based application 
using ring signatures consists of several parts:

•	 transactions;
•	 wallet structure;
•	 specialized storage;
•	 service structure.

3.2. Transactions

Transactions describe the state of votes’ balance 
between the participants. There are several types 
of transactions needed to transfer votes and 
set up voter lists. Let’s review the implemented 
transaction types in detail:

1.	 Transaction “Add Candidate” describes 
behaviour of changes in the list of the 
candidates set initially in genesis to the block. 
Public key is required to add a candidate.

2.	 Transaction “SetVoterList”, similarly to the 
previous transaction, this transaxction 
changes the list of voters.

3.	 Transaction “CreateWallet” is necessary to 
record the active user in the network. In 
other words, a user can vote or be the one 
who is voted for, but in order to be able to 
store tokens, it is necessary to create an 
entity called “wallet”, because wallet stores 
information about the balance of users.

4.	 Transaction “Vote” is designed to transfer 
tokens from the voter’s balance to the 
selected candidate’s wallet. Since each 
voter has only 1 vote, the number of tokens 
corresponds to the number of votes and is 
equal to the total number of voters. There is 
exactly one token on the balance of the voter, 
which is done in order to avoid a second vote.

5.	 Transaction “RingSignature” is used to 
build a ring signature. When launching this 
transaction with a secret key and voting data 
(the list of candidates and voters), the user 
receives a cryptographic signature. It is made, 
it to avoid fake voting procedures as the ring 
signature considers confirmed number of 
voters.

3.3. Wallet structure

Voting process, is implemented by sending tokens 
from one wallet to another. Structure “Wallet” 
consists of five fields:
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1.	 “Public key”: this field is used to identify the 
user, public key can be used to understand 
who owns the wallet.

2.	 “Name”: name of the entity, is specified when 
starting “Wallet creation” transaction.

3.	 “Balance”: description of the number of user’s 
votes. The balance is either 0 if the voter 
has already made a choice, or 1 if this is still 
to be done. It is not possible to vote twice. 
Candidates, however, may have a balance of 
any natural number not exceeding the total 
number of voters, but candidates cannot 
spend these tokens.

4.	 “History length”: used to display the number 
of operations performed with this wallet.

5.	 “History hash”: it is necessary to get from a 
database using the hash operations made 
with the certain wallet.

For “Wallet” structure it is also used method 
set_balance. This method allows us to specify the 
initial state of the wallet, in particular, that the 
voting fields are initialized in accordance with 
the data that were sent to the transaction with a 
single balance.

3.4. Specialized storage

To ensure that the methods work correctly, any 
changes to the network are reflected in the 
database. The way of storing information in a 
blockchain with a ring signature is stored in the 
file schema.rs. All changes of user wallet (balance, 
hash, history length, etc.), the list of candidates 
and the list of voters are recorded in this storage. 
Unlike regular database structures, schema has the 
ability to check timestamp tags (when an operation 
was performed or when a change has been made), 
Merkle Tree proof, and the state hash value.

The chosen specialized storage has the following 
advantages:

1.	 Service Timestamp: Use of timestamp 
construction allows to prove the time when 
some operation was performed.

2.	 Merkle Tree: This is a way to check the 
immutability of the data. When constructing 
the tree, all possible objects are hashed, 
then new hashes are built using the obtained 
hashes by sequential paired concatenation 
until the root is generated. Obviously, if 
somebody replace at least one object, the 
hash of the root will be changed, so you can 
state the change of data.

3.	 State hash: The tree for the states is built in 
the same way as above, and the whole system 
changes when the state changes.

3.5. Specialized storage

In order to deploy the network, validators and 
auditors must be identified. Validators are the 
nodes that form blocks of transactions from 
the pool of unconfirmed transactions. Auditors 
are the nodes that store a complete copy of 
blockchain and do not participate in block mining. 
If necessary, they can check any suspicious factor 
in blockchain.

After defining the nodes, users are installed. 
There are two categories of users: voters and 
candidates. The list of candidates is formed in the 
very first block (genesis block) of the network. 
After defining the users, the transactions are sent 
to the pool, in other words, the voting process 
is running. After block mining, the requested 
changes in transactions are displayed in 
blockchain.

IV. Workflow Example
The typical voting procedure workflow contains 
the following steps

1.	 Network creation: A blockchain network 
is deployed on a local machine or several 
computers to support the voting process.

2.	 Setting voting parameters: When creating 
users, they generate private keys, their 
corresponding public keys are added to 
the list of voters, and voting time is set as 
well as the list of candidates. In operational 
applications, voters, their public keys, and the 
list of candidates are taken from know your 
customer-like procedures performed by voting 
organizers.

3.	 Voting: Voters send transactions; blockchain 
validators, among other things, verify the 
correctness of ring signatures (the sender 
proves he’s a voter) and the fact that no 
attempt was made to vote more than 
once by any of the voters due to linkability. 
All transactions that attempt to vote twice are 
automatically invalidated and are not added to 
blockchain.

4.	 Results: at the end of voting, the number of 
tokens in the candidates’ accounts is equal to 
the number of voters who voted for them.

Demo instructions and code are available at 
Github [36].

V. Numerical Experiments
We performed experiments on a local machine 
with 8 GiB RAM, 2 Core Intel Core i5 CPU running 
@3,1 GHz. 
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Fig. 1. Mean ring signature generation time [seconds] as a 
function of participants number.

Figure 1 shows the average time of one 
transaction creation with a ring signature as a 
function of the number of voters. Time grows 
linearly with the growth of the voters number, as 
more auxiliary generations of standard signature 
are required.
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Fig. 2. Mean ring signature verification time [milliseconds] as a 
function of participants number.

The Figure 2 illustrates the dependence of 
the average time to verify the generated ring 
signatures. As expected, the dependence is also 
linear.

VI. Conclusion
This paper describes the process of developing 
and implementing a prototype of electronic voting 
system based on blockchain technology using 
linkable ring signatures.

The prototype meets three out of five criteria 
formulated in this work: trustworthiness, 
systematicity and stability.

The trust of all voters is ensured by using 
blockchain protocol, open source software 
and the implementation of ring signatures. 

The solution allows us simultaneous 
implementation of two, usually conflicting, 
requirements: transparency and privacy.

Systematicity is ensured by using decentralized 
technology at all stages of the electoral process, 
from the registration of participants and the 
organization of the voting process to the 
tabulation of results.

Stability criterion is achieved by using the Exonum 
framework, which one of the key advantages is 
reliability and safety.

Only back-end is implemented in the prototype, 
while intuitiveness is a feature of the final version 
of application. Therefore, this criterion requires 
a front-end to be fulfilled. It is difficult to make a 
clear judgment on whether the cost-effectiveness 
criterion is met. Such an assessment should be 
carried out in the course of using the system in 
the real world of e-voting. However, the practical 
experience of blockchain solutions suggests that 
this technology is highly efficient.

Numerical experiments show that the system 
works effectively for voting with several thousand 
participants. For example, standard polling in 
Russia is upper bounded by 3,000 of voters per 
polling station [36]. For these cases it is possible 
to generate and validate transactions in real time 
using usual computers.
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